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IntroductionIntroduction
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DefinitionDefinition

Computer worm is Computer worm is an independently an independently 
replicatingreplicating and and autonomousautonomous infection infection 
agent, capable of seeking out new host agent, capable of seeking out new host 
systems and infecting them systems and infecting them via networkvia network

Ref: Ref: NazarioNazario, Jose. (2004). Defense and detection strategies against Interne, Jose. (2004). Defense and detection strategies against Internet worms. t worms. ArtechArtech
House, Inc. MA, US. pp.12. House, Inc. MA, US. pp.12. 
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Worm TrendsWorm Trends

Open 9996/tcpOpen 9996/tcp
5554/tcp 5554/tcp 

LSA Remote LSA Remote 
Buffer Overflow  Buffer Overflow  
MS04MS04--011 011 

Denial of Service attack Denial of Service attack 445/tcp 445/tcp Sasser1 May 2004Sasser1 May 2004

Open 707/TCP Open 707/TCP Exploits MS DCOM Exploits MS DCOM 
RPC and RPC and webdavwebdav
MS03MS03--007 007 

Critical payloadCritical payload
includes:   includes:   
-- Remove Remove msblast.exemsblast.exe
where found.where found.
-- system instabilitysystem instability
-- cyberkitcyberkit ping. ping. 

135/tcp 135/tcp 
and 80/tcpand 80/tcp

NachiNachi
19 Aug 200319 Aug 2003

rshrsh 4444 (4444 (tftptftp))MS DCOM RPC MS DCOM RPC 
MS03MS03--026 026 

Denial of Service attack Denial of Service attack 
on on windowsupdate.comwindowsupdate.com

135/tcp135/tcpMSBlasterMSBlaster
12 Aug 2003 12 Aug 2003 

Memory   resident Memory   resident MSSQL Buffer MSSQL Buffer 
overrun MS02overrun MS02--039 039 

Denial of Service attack Denial of Service attack 
on Internet. on Internet. 

1434/udp 1434/udp SlammerSlammer
Jan2003 Jan2003 

Memory resident Memory resident MS04MS04--033033--MSDAC MSDAC i)defacei)deface
webpagesii)Denialwebpagesii)Denial of of 
Service attack on US Service attack on US govgov
website website 

80/tcp 80/tcp Code Red 2001 Code Red 2001 
July19, 2001 July19, 2001 

PayloadPayloadExploit Exploit VulnVulnImpactImpactPorts Ports 
ScannedScanned

WormWorm
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IssuesIssues
Worms are affecting critical networks around the globe primarilyWorms are affecting critical networks around the globe primarily
financial, health and government networks.financial, health and government networks.
Incurring high financial loss.Incurring high financial loss.
Resulting breach in confidentiality, integrity and availability Resulting breach in confidentiality, integrity and availability of of 
informationinformation

SignatureSignature--based IDS are blind to new worm attacks.based IDS are blind to new worm attacks.

2004 – Sasser Worm

2003 - Slammer, Nachi/Welchia

2001 - Ramen worm , Sadmind/IIS, Code Red Worm , NIMDA

Features multiple exploits and high infection rate 

*Note: non comprehensive list of recent worms
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Previous Work Previous Work 
packet packet matchingmatching[i[i]], , 
traffic concentration analysis and inductive traffic concentration analysis and inductive 
learninglearning[ii[ii]],  ,  
connection historyconnection history--based anomaly based anomaly detectiondetection[iii[iii]]
and and 
KalmanKalman filterfilter[iv[iv]]

[i] Chen, [i] Chen, XuanXuan & & HeidemannHeidemann, John. (2004). Detecting Early Worm Propagation through Packet , John. (2004). Detecting Early Worm Propagation through Packet Matching. Technical Report ISIMatching. Technical Report ISI--TRTR--20042004--585, 585, 
USC/Information Sciences Institute, February, 2004. [Internet] AUSC/Information Sciences Institute, February, 2004. [Internet] Available from: http://www.isi.edu/~johnh/PAPERS/Chen04a.html. [Lvailable from: http://www.isi.edu/~johnh/PAPERS/Chen04a.html. [Last ast 
accessed 14/9/04]accessed 14/9/04]

[ii][ii] Noh, Noh, SangukSanguk. Lee, . Lee, CheolhoCheolho. . RyuRyu, , KaywonKaywon. . ChoiChoi, , KyungheeKyunghee & Jung, & Jung, GihyunGihyun. (2004). Detecting Worm Propagation Using Traffic . (2004). Detecting Worm Propagation Using Traffic 
Concentration Analysis and Inductive Learning. Proceedings of IDConcentration Analysis and Inductive Learning. Proceedings of IDEAL04 University of Exeter, on 27th August 2004. [Internet] AvaiEAL04 University of Exeter, on 27th August 2004. [Internet] Available lable 
from: http://songsim.catholic.ac.kr/~sunoh/webdata/idealWorm04.pfrom: http://songsim.catholic.ac.kr/~sunoh/webdata/idealWorm04.pdf [Last accessed 14/9/04]df [Last accessed 14/9/04]

[iii][iii] TothToth, T & , T & KruegelKruegel, C. (2002).Connection, C. (2002).Connection--history Based Anomaly Detection.  Proceedings of the 3rd IEEE Wohistory Based Anomaly Detection.  Proceedings of the 3rd IEEE Workshop on Information rkshop on Information 
Assurance and Security, West Point, NY, June 2002. IEEE ComputerAssurance and Security, West Point, NY, June 2002. IEEE Computer Society Press, USA.Society Press, USA.

[iv][iv] ZouZou, Cliff , Cliff ChangchunChangchun. . GaoGao, , LixinLixin. Gong, . Gong, WeiboWeibo & & TowsleyTowsley, Don. (2003). Monitoring and early warning for internet worms. , Don. (2003). Monitoring and early warning for internet worms. Proceedings of Proceedings of 
the 10th ACM Conference on Computer and Communication Security 2the 10th ACM Conference on Computer and Communication Security 2003,003, Washington D.C., USA Washington D.C., USA onon October 27 October 27 -- 30, 2003. ACM 30, 2003. ACM 
Press, New York, NY, USA. pp: 190 Press, New York, NY, USA. pp: 190 -- 199199
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Worm propagation ModelWorm propagation Model

Source: Zou et al. Zou, Cliff Changchun. Gao, Lixin. Gong, Weibo & Towsley, Don. (2003). Monitoring and early warning for internet 
worms. Proceedings of the 10th ACM Conference on Computer and Communication Security 2003, Washington D.C., 

USA on October 27 - 30, 2003. ACM Press, New York, NY, USA. pp: 190 - 199
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Detection of Novel Worm AttacksDetection of Novel Worm Attacks

Anomalous trafficSignature detection

Actual attack
Correlated data
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Data SetsData Sets

Two Two honeypotshoneypots –– Target 1 & Target 2 Target 1 & Target 2 
were infected with the following worms:were infected with the following worms:

NachiNachi –– 2020thth August 2003 (ICMPAugust 2003 (ICMP--based)based)
SasserSasser –– 22ndnd June 2004 (TCPJune 2004 (TCP--based)based)

pcappcap binary logsbinary logs
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Anomaly DetectionAnomaly Detection
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NachiNachi Worm on Target 1 only began generating Worm on Target 1 only began generating 
cyberkitcyberkit scans 3min 18sec after infection, after scans 3min 18sec after infection, after 
downloading the relevant Microsoft patches. downloading the relevant Microsoft patches. 
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NachiNachi, average of 59 and 61 pings per, average of 59 and 61 pings per--second within the second within the 
first minute for Target 2 and Target 1 respectively.  Both first minute for Target 2 and Target 1 respectively.  Both 

targets reached 64 pings pertargets reached 64 pings per--second at its plateau. second at its plateau. 
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SasserSasser Worm, time lapse of the last incoming scans and Worm, time lapse of the last incoming scans and 
the time when host began to scan network was 2hrs 44min the time when host began to scan network was 2hrs 44min 

33sec 33sec 
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SasserSasser on Target 1 produced 1723 scans per minute, which on Target 1 produced 1723 scans per minute, which 
is about 28 SYN scans per second, almost half the rate of is about 28 SYN scans per second, almost half the rate of 

nachinachi ICMP ping scans. ICMP ping scans. 
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Snort (NIDS) DetectionSnort (NIDS) Detection
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Applying Snort Applying Snort PreProcessorPreProcessor

NachiNachi
preprocessor preprocessor portscanportscan: $HOME_NET 4 3 : $HOME_NET 4 3 
/data/log//data/log/fastScanLog/fastscan.logfastScanLog/fastscan.log

filter failed to detect the source of the infection filter failed to detect the source of the infection 
of Target 2 host (the incoming of Target 2 host (the incoming cyberkitcyberkit scan that scan that 
hit Target 2). hit Target 2). 

Snort PreSnort Pre--processor data cannot be used for processor data cannot be used for 
correlation.correlation.
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Applying Snort Applying Snort PreProcessorPreProcessor

SasserSasser
preprocessor preprocessor portscanportscan: $HOME_NET 4 3 : $HOME_NET 4 3 
/data/log//data/log/fastScanLog/fastscan.logfastScanLog/fastscan.log

several incoming scans were detected targeting Target 1 several incoming scans were detected targeting Target 1 
host.  The scans targeted several ports other than 445, host.  The scans targeted several ports other than 445, 
such as ports 135, 139 and such as ports 135, 139 and Sasser’sSasser’s backdoor port 5554.   backdoor port 5554.   

Jun  2 03:49:19 210.x.238.176:3046 Jun  2 03:49:19 210.x.238.176:3046 --> 202.190.target1> 202.190.target1--host:445 SYN ******S*host:445 SYN ******S*
Jun  2 09:06:24 202.x.3.209:4696 Jun  2 09:06:24 202.x.3.209:4696 --> 202.190.target1> 202.190.target1--host:445 SYN ******S*host:445 SYN ******S*
Jun  2 17:18:41 206.x.12.9:2133 Jun  2 17:18:41 206.x.12.9:2133 --> 202.190.target1> 202.190.target1--host:445 SYN ******S*host:445 SYN ******S*
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Snort SignatureSnort Signature--based based 
Detection of Detection of Nachi’sNachi’s CyberkitCyberkit

PingPing
RulesRules

“NETBIOS DCERPC “NETBIOS DCERPC ISystemActivatorISystemActivator path path 
overflow attempt little overflow attempt little endianendian” with snort ” with snort sidsid # # 
2351 and ”ICMP PING 2351 and ”ICMP PING CyberKitCyberKit 2.2 Windows” 2.2 Windows” 
with snort with snort sidsid #483.#483.

Results:Results:
CyberkitCyberkit Ping from the infected host (Target 1) Ping from the infected host (Target 1) 
was at approximately 12:14:07.875193  which was at approximately 12:14:07.875193  which 
was exactly the same time as the actual scan. was exactly the same time as the actual scan. 
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SignatureSignature--based detection of based detection of 
SasserSasser WormWorm

RulesRules
LSASS exploits (LSASS exploits (worm.rulesworm.rules-- appendix 1a) were appendix 1a) were 
included in the included in the snort.confsnort.conf files and snort was run files and snort was run 
against the June 2004 logs. against the June 2004 logs. 

ResultsResults
first snort detection of the first snort detection of the NetbiosNetbios--LSASS exploit LSASS exploit 
((SasserSasser worm) had a delay of about 8 minutes worm) had a delay of about 8 minutes 
after the first scan was initiated from the after the first scan was initiated from the 
infected Target 1 host which appeared infected Target 1 host which appeared 
approximately at 20:03:14.035580 approximately at 20:03:14.035580 
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CorrelationCorrelation
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CorrelationCorrelation
Correlating traffic timeCorrelating traffic time--based and multibased and multi--host:host:

Detect biDetect bi--directional traffic of the incoming scan from directional traffic of the incoming scan from 
other infected system, followed by identical outgoing other infected system, followed by identical outgoing 
scan initiated from the host. scan initiated from the host. 
Match the ports/protocols corresponding to the matched Match the ports/protocols corresponding to the matched 
IP. IP. 
Decide “footprint of the radar” Decide “footprint of the radar” -- time window time window 
between the matching bibetween the matching bi--directional packets. directional packets. 
Measure rate of scan from the infected Measure rate of scan from the infected 
host. host. 

host1

target1
target4

target5

target2

target3
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CountermeasuresCountermeasures

To reduce the impact, following options may be To reduce the impact, following options may be 
considered depending on the type of worm considered depending on the type of worm 
traffic (port, protocol and payload):traffic (port, protocol and payload):

Filtering at router (ACL)Filtering at router (ACL)
Application layer Firewall/CacheApplication layer Firewall/Cache
Packet scrubberPacket scrubber
Sinkholes or Sinkholes or BlackholesBlackholes
Intrusion Prevention SystemIntrusion Prevention System
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ChallengesChallenges

But the challenges are, But the challenges are, 
fast scanning worms that congest before the fast scanning worms that congest before the 
perimeter perimeter defencedefence device can kickdevice can kick--in.  in.  
Worms that scans without unique Worms that scans without unique 
payload/ports.payload/ports.

Improved methods of detection and Improved methods of detection and 
mitigation are constantly being developed.mitigation are constantly being developed.
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Thank youThank you


