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Intreduction



Definition

CompUter WermiIs, g/ /iadepernaently,
replicating and autonomous /[Eection
agent; capap/e OISeexirig out: Hew. [1ost:
SYStEms: and Iecting. thiem via: network:

Ref: Nazario, Jose. (2004). Defense and detection strategiesiagainst, Internet worms. Artech
House, Inc. MA, US. pp.12.



Worm Trends

Worm Porits Impact Exploit Vuln Payload
Scanned
Code Red 2001 80)/tcp i)deface MS04-033-MSDAC | Memory: resident
July19; 2001 webpagesii)Deniall of
Service attack on US gov.
website
Slammer 1434/udp Denial off Service attack MSSQL Buffer Memory resident
Jan2003 on| Internet. everrun MS02-089
MSBlaster 135/tcp Deniall of Service attack MS DCOM RPC rshi 4444 (tftp)
12 Aug 2008 on windewsupdate.com MS05-026
Nachi 135/tcp Critical payload Exploits MS' DCOM | Open 707/TCP
19/ Aug 2008 and 80/tcp’ | includes: RPC and webdav.
- Remove msblast.exe U007
where found.
- system instability
- cyberkit ping.
Sasserl May 2004 | 445/tcp Deniall of Service attack LSA Remote Open 9996/tecp
Buffier Overflow 5554/tcp
MS04-011




Issues

Worms are affiecting criticall networks  around! therglebe primarily.
financiall, health and government networks.

IncUrrng NIgh financial'loss.

Resulting| breachiin: confidentiality, integrity: and availability’ of
Information

Signature-based IDS are blind to; new: worm attacks.

2004 — Sasser Worm

2003 - Slammer, Nachi/Welchia

2001 - Ramen worm , Sadmind/lIS, Code Red Worm , NIMDA

*Note: non comprehensive list of recent worms
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Worm| propagdation Moedel

 Slow finish
phase

N

Slow start Fast spread phase

phase

Source: Zou e —GongWeibo & Towsley Don (2003 Monitoring and oz . afe
worms. Proceedings of the 10th ACM Conference on Computer and Communication Security 2003, Washington D.C.,

USA on October 27 - 30, 2003. ACM Press, New York, NY, USA. pp: 190 - 199




Actual attack



Data Sets

Twe honeypots — Tardet 1 & Tlarget: 2
Were inrected with! the fiellewing Werms:

= Nachi — 20" August 2003 (ICMP-based)
s Sasser' — 279 june 2004 (TCP-based)

pcap binary: legs
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Anomaly’ Detection
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Nachi' Worm on Tlarget 1 only begamn generating
cyberkit scans 3mini 18sec afiter infection, afrter
downloadlng the relevant Micresofit patches

0““\“‘\““\“‘\"“\““\““\““\““\““77
12:10 12:15 12:20 12:25 12:30 12:35 1240 1245 1250 12:55 13:00

'port80_HHMM _120.txt' using 1:2 —<—
‘cyberkit HHMM_120.txt' using 1:2
'port135 HHMM_ 120.txt' using 1:2 —&—




Nachi, average of 59 and 61 pings per-second within the
first minute for Target 2 and Target 1 respectively. Both
targets reached 64 pings per-second at its plateau.
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Sasser Worm, time lapse of the last incoming scans and
the time when host began ter scan network was 2hrs 44min
33Sec

" incoming445HHMM.log’ using 12—
'outgoing445HHMM.log' using 1:2
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Sasser on Tlarget 1 produced 1723 scans per minute, which
IS about 28 SYN scans per second, almost half the rate of
nachi IEMP ping scans.

'outgoing445.ixt' using 1:2 ———
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Snort (NIDS) [Detection



Applying Snort PreProcessor

INachi

Preprocessor portiscan: $HOME_NET 4 3
/dataylog/fastScanliog)/fiastscan.log

filter failed to detect: the source off the infection
ofi Tlarget 2 host (the iIncoming cyberkit scan that
it Target 2).

Snort Pre-processor data cannot be used fior
correlation.
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Applying Snort PreProcessor

SaSSEer:

Preprocessor portscan: $SHOME _NET 4 3
[data/leg/fasiScanllog/iastscantlog

severall Inceming scansi were detected targeting Tiarget 1
nost. The scans targeted several ports other than 445,
suchl as ports, 135, 139 and Sasser’si backdoor port 5554.

Jun 2 03:49:19 210.x.238.176:3046 -> 202.190.target1-host:445 SYN ***x*x*xxG*
Jun 2 09:06:24 202.x.3.209:4696 -> 202.190.target1-host:445 SYN ***x*xx%xG
Jun 2 17:18:41 206.x.12.9:2133 -> 202.190.target1-host:445 SYN ******G*
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Snort Signature-based
Detection of Nachi’s Cyberkit

Rules

“NETBIOS DCE
oVerfiow attem
2351 and "ICM

Ping

RPE ISystemActivator path
ot little endian™ With snort: sid #

PIPING CyperKit 2.2 Windows:

With snort sid #483:

Results:

Cyberkit Pingl from the; infected host ((Farget 1)
Was! ati approximately 12:14:07.8751951 Which
Was exactly’ the 'same time; asi the actual scan.
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Signature-based detection of
Sasser Worm

Rules

IEISASS exploits (Werm.rules-rappendix: 1aj) were
iIncltdediin the; sport: conrfiles and Snokt Was! itin
adainstithe June 2004 logs.

Results

first snort detection off the Netbies-ILSASS exploit
(Sasser ' worm)rhad ardelay: off abeut: 8 minutes
after the first scan was Initiated from the
infectedl Target 1 host Which appeared
approximately at 20:03:14.035580
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Correlation
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Correlation

Correlating traific time-based and multi-host:

Detect bi-directional traffic off the Incoming scan frem
other' infected system, follewed by’ identical outgeing
scan initiated firen the hoest.

Match the porits/protocels corresponding te the mateched
IP.

Decide “footprint off the; radar™ - time; Window,
petween the matching bi-directional packets.

Measuré rate off Scan fromi the infiected
NoSt.




Countermeasures

0 reduce the'impact; fiellowing options may: be
considered depending oni the type off Worm
trafiic; (port, protocol and paylead):

s Filtering at router (ACL)

» Application layer Firewall/Cache

s Packet scrubber

s Sinkholes or Blackholes

a [ntrusion’ Prevention System
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Challenges

BUt the, challenges are;

s fast scanning werms thiat congest befiore the
PErimeter defence device cam Kick=1n.

s \Worms that scamns without URigue
payload/ports.

Improved methods 6 detection and
mitigation’ are; constantly: Beingr developed.

24



TThank you



