Security Infrastructure
Overview — Part 1
SIEVEURS

Suresh Ramasamy
Time dotNet Bhd




Agenda

 Qverview
Need for security infrastructure
What Is firewall
Components of firewall
Free firewalls (?)
Network Design Considerations
Summary




Agenda

- Need for security infrastructure
- What Is firewall

- Components of firewall
- Free firewalls (?)
- Summary




Overview

- Alm
— To provide information on types of
security infrastructure available
— Functionality

— Reason for use




Agenda

. Qverview

- What is firewall

- Components of firewall
- Free firewalls (?)

- Summary




Why do you need firewall

. Easy way of locking down ports
- Blocking and port filtering

- Logging of traffic

+ Built in NAT functionality




Myth 1

- NAT == Security?

Answers In the last slide
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What i1s a firewall?

- Firewall is a network device

- Traffic filtering

. Stateful inspection

- Traffic blocking based on policies
. Some firewalls do traffic shaping

- Advanced firewalls allow fail-open
(bypass mode)




Public Poll

. For those who has firewalls

Can your servers still be secure
OUTSIDE of the DMZ/firewall?
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Components of firewall

Stateful
Inspection

Logging

Firewall




Components + Stateful
Inspection

- Allows deep inspection into packets

- FiInding out state of a packet

+ Keep-state
+ Established
+ Fragmented

- Filter based on state of packet




Components + Packet Filter
Engine

-+ Engine that does filtering based on rules or
policy
- Performs Layer 3/ 4 filtering

+ |P
+ TCP / UDP
- Applications are predetermined by using well
known port blocking
t+ l.e. FTP £ TCP port 20 and 21

 Advanced firewalls do Layer 2 filtering
+ Ethernet MAC Addresses
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Free firewalls (?)

ulld your owrn !

+ Not 0 223y

Inu distro witn iotables

—

A

3SD distro witn of, 1ofw
+ Pre-pacraged solutions
- Smootrnwell
- [PCop

Irnolernent at your owrn ris«!



Free Firewalls (?)

-+ 128N RAM min
+ 3 NIC Cards
Externel
DMZ
- Internzl

+ rlard disk to your liking, minirmurn 10G

This one you gotia guy!



Free firewalls (NOT!)

Microsoft ISA Server, marny moreya



To buy or not to buy

- Sendirl tanggung?
Of

- Vendor tanggung?



Best practices

Default policy snould oe to deny all
Explicit aellows

Mey vary depending on environrment
+ .0, ISP may use inversed policy

Log traffic tnatl are denied and read

C
triern!
Audlt policles to see effecilveness
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Summary

Firewalls maxe 1t easy to lock dowr
00ris

Firewalls are only part of security,
neveris Trlz security

Every server penind DMZ snould pe
secure from cornmisslioning, not
relying on firewall liself.



Myth & Poll

+ Newer tools allow enurmeration of clients
oenind NAT

Are your servers secure evern wWiinodut
flrewall??7

I‘

cl



Session 3
Questions & Answers



