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OverviewOverview

·· AimAim
–– To provide information on types of To provide information on types of 

security infrastructure available security infrastructure available 

–– FunctionalityFunctionality

–– Reason for useReason for use
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Why do you need firewallWhy do you need firewall

·· Easy way of locking down portsEasy way of locking down ports

·· Blocking and port filteringBlocking and port filtering

·· Logging of trafficLogging of traffic

·· Built in NAT functionalityBuilt in NAT functionality



Myth 1Myth 1

·· NAT == Security? NAT == Security? 

Answers in the last slideAnswers in the last slide
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What is a firewall? What is a firewall? 

·· Firewall is a network deviceFirewall is a network device

·· Traffic filteringTraffic filtering

·· StatefulStateful inspectioninspection

·· Traffic blocking based on policiesTraffic blocking based on policies

·· Some firewalls do traffic shapingSome firewalls do traffic shaping

·· Advanced firewalls allow failAdvanced firewalls allow fail --open open 
(bypass mode)(bypass mode)



Public PollPublic Poll

·· For those who has firewallsFor those who has firewalls

Can your servers still be secure Can your servers still be secure 
OUTSIDE of the DMZ/firewall? OUTSIDE of the DMZ/firewall? 
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Components of firewallComponents of firewall
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Components Components ±± StatefulStateful
InspectionInspection

·· Allows deep inspection into packetsAllows deep inspection into packets

·· Finding out state of a packetFinding out state of a packet
±± KeepKeep--statestate

±± EstablishedEstablished

±± FragmentedFragmented

·· Filter based on state of packetFilter based on state of packet



Components Components ±± Packet Filter Packet Filter 
EngineEngine

·· Engine that does filtering based on rules or Engine that does filtering based on rules or 
policypolicy

·· Performs Layer 3 / 4 filteringPerforms Layer 3 / 4 filtering
±± IPIP
±± TCP / UDPTCP / UDP

·· Applications are predetermined by using well Applications are predetermined by using well 
known port blockingknown port blocking
±± i.e. FTP i.e. FTP ±± TCP port 20 and 21TCP port 20 and 21

·· Advanced firewalls do Layer 2 filteringAdvanced firewalls do Layer 2 filtering
±± Ethernet MAC AddressesEthernet MAC Addresses
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Free firewalls (?)Free firewalls (?)

·· Build your own!!!Build your own!!!
±± Not so easyNot so easy

·· Linux Linux distrodistro with with iptablesiptables

·· BSD BSD distrodistro with pf, with pf, ipfw ipfw 

±± PrePre--packaged solutionspackaged solutions
·· SmoothwallSmoothwall

·· IPCopIPCop

·· Implement at your own risk!Implement at your own risk!



Free Firewalls (?)Free Firewalls (?)

·· Hardware requirementsHardware requirements
±± Decent CPUDecent CPU

±± 128M RAM min128M RAM min

±± 3 NIC Cards3 NIC Cards
·· ExternalExternal

·· DMZDMZ

·· InternalInternal

±± Hard disk to your liking, minimum 10GHard disk to your liking, minimum 10G

·· This one you This one you gottagotta buy!buy!



Free firewalls (NOT!)Free firewalls (NOT!)

·· Hardware basedHardware based
±± Cisco PIXCisco PIX
±± NetscreenNetscreen
±± WatchguardWatchguard, many more, many more……

·· Software Software 
±± AstaroAstaro
±± StonegateStonegate
±± CheckpointCheckpoint
±± Microsoft ISA Server, many moreMicrosoft ISA Server, many more¼¼



To buy or not to buyTo buy or not to buy

·· SendiriSendiri tanggungtanggung??

oror

·· Vendor Vendor tanggungtanggung? ? 



Best practicesBest practices

·· Default policy should be to deny allDefault policy should be to deny all

·· Explicit allowsExplicit allows

·· May vary depending on environmentMay vary depending on environment
±± E.g. ISP may use inversed policyE.g. ISP may use inversed policy

·· Log traffic that are denied and read Log traffic that are denied and read 
them!them!

·· Audit policies to see effectivenessAudit policies to see effectiveness
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SummarySummary

·· Firewalls make it easy to lock down Firewalls make it easy to lock down 
portsports

·· Firewalls are only part of security, Firewalls are only part of security, 
never is THE securitynever is THE security

·· Every server behind DMZ should be Every server behind DMZ should be 
secure from commissioning, not secure from commissioning, not 
relying on firewall itself. relying on firewall itself. 



Myth & PollMyth & Poll

·· NAT != SecurityNAT != Security
±± Newer tools allow enumeration of clients Newer tools allow enumeration of clients 

behind NATbehind NAT

·· Are your servers secure even without a Are your servers secure even without a 
firewall???firewall???



·· Offline : Offline : sureshsuresh@@drsureshdrsuresh.net.net
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